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Abstract—In recent years, the integration of artificial
intelligence (Al) technologies has greatly benefited smart city
healthcare, meeting the growing demand for affordable, efficient,
and real-time healthcare services. Patient monitoring is one area
where artificial intelligence has shown great promise. Improved
health outcomes have been made possible by the advancement of
Al-based monitoring systems, which enable more personalized
and continuous patient monitoring. However, to fully maximize
the benefits of these systems, a user-centered approach is
essential, which prioritizes patients' needs and experiences while
ensuring their privacy and autonomy are respected. This study
focuses on the application of user-centered design principles in
the development and deployment of Al-driven monitoring
systems in smart city healthcare. Addressing the challenges and
opportunities of Al-driven monitoring systems, the article
considers issues such as privacy and security concerns, data
accuracy, and user acceptance. Finally, some possible future
directions to the challenges are suggested. A user-centered
approach to Al monitoring systems is recommended for
healthcare providers to enhance patient experience in smart city
healthcare.
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. INTRODUCTION

The advancement of technology in the modern era has had
a significant impact on the delivery of healthcare services.
With the increasing demand for affordable, efficient, and real-
time healthcare, smart cities have become a hub for the
integration of artificial intelligence (Al) technologies. Smart
cities are urban areas that use technology to improve their
residents' quality of life. A healthcare system consists of
certain groups (such as patients, primary care physicians,
pharmacists, and other specialists) and a variety of stages (such
as medical issue screening, sickness determination, clinical
therapy, and recovery) [1]. Together, all these parties
contribute to the implementation of the smart healthcare
ecosystem. Global healthcare practices are changing because of
a shift in digital technologies. The integration of intelligent
technology and healthcare systems enables easy access to
healthcare data and connects resources for effective
management of unpredictable health care demand [2]. Unlike
traditional healthcare, smart healthcare utilizes loT, 5G
wireless technologies, cloud computing, big data and artificial

intelligence [3]. These technologies are the most effective
communication framework since they allow more accurate
collection, recording, and analysis of patient data and direct
knowledge sharing between healthcare service providers [4].

Healthcare is an important aspect of smart city
development, and the incorporation of Al technologies has the
potential to revolutionize healthcare service delivery in these
areas. One area where Al has shown significant potential is in
patient monitoring. The development of Al-driven healthcare
monitoring systems has enabled continuous and personalized
patient monitoring, leading to improved health outcomes.
Healthcare monitoring is important in maintaining healthcare
services for patients such as the elderly or those suffering from
chronic diseases. It can reduce the need for medical
intervention [5], will rely less on traditional physical health
facilities like hospitals and long-term care centers, and will be
more individualized as a result. Numerous studies have been
conducted on smart healthcare to monitor patient health, for
example, Parkinson’s disease [6] and mental health [7] and
cardiovascular disease [8]. However, to maximize the benefits
of Al-driven monitoring systems in smart city healthcare, it is
crucial to adopt a user-centered approach. This approach
prioritizes patients' needs and experiences while ensuring their
data is collected and analyzed in a manner that respects their
privacy and autonomy. This is particularly important in smart
cities where populations are diverse and have unique
healthcare needs. Industry 5.0 and 5G telecommunication
technology have made it possible to create low-cost sensing
technologies for real-time monitoring and data acquisition [9].
These systems could help increase patient experience and
promote health outcomes by emphasizing the needs and
experiences of patients.

As the demand for healthcare services in smart cities
continues to grow, the integration of user-centered Al
monitoring systems has the potential to play a critical role in
meeting that demand. By prioritizing the needs and experiences
of patients, these systems have the potential to enhance patient
experience and improve health outcomes. Therefore, this study
aims to investigate the role of user-centered Al monitoring
systems in enhancing patient experience in smart city
healthcare. The study seeks to understand how we best can
overcome the challenges associated with employing Al-driven
monitoring systems in smart city healthcare, with a focus on
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incorporating user-centered principles into the design and
implementation of these systems. The remainder of this study
is organized as following: Section | summarize the background
and motivation for the study. Section Il gives a description of
the key elements and qualities of a smart city. Section Il
reviews the adoption of Al in healthcare. Section IV explores
Al-driven monitoring system, including remote, mobile and
wearable health monitoring systems. Section V shows research
studies that have adopted a user-centred approach to develop
Al-based monitor systems. In Section VI, the challenges,
opportunities, and potential future directions are presented.
Finally, Section VII concludes the paper, summarizes the main
points and suggests guidelines for areas of future work.

1. METHOD

This systematic review aims to synthesize the existing
literature on the role of user-centered Al monitoring systems in
smart city healthcare. The search strategy for this review
included electronic databases such as Web of Science,
PubMed, Science Direct, Google Scholar, IEEE Xplore and
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ACM Digital Library as well as manual searches of reference
lists of relevant articles. The search terms included “Al-based
monitor systems”, “smart city”, “smart health”, “user-centred
design in healthcare”, “challenges and opportunities of Al
monitor systems”. The inclusion criteria for this review were
studies that involved the development of Al-based monitor
systems and studies which adopted a user-centred approach to
the development of Al monitor systems. Review studies were
included to understand the past and current state of the research
topic. Exclusion criteria included studies that did not use a Al-
based innovations. Two reviewers independently screened
titles and abstracts to assess their eligibility, and full text
articles were evaluated to be included. A narrative synthesis
approach was used to summarize the key findings of the
included studies, identifying patterns and themes across
studies. The data was analyzed to better understand the
challenges, opportunities, and impact of user-centered Al
monitoring systems in smart city healthcare. The Prisma model
shown in Fig. 1 illustrates the complete process of article
search and selection.
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Fig. 1. Prisma model shows number of record included and excluded.
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1l. LITERATURE REVIEW

A. Smart Cities

Cities consist of various interacting entities, such as
citizens, businesses, modes of transportation, communication
networks, services, and utilities. The development of cities
poses numerous challenges, such as waste management, lack of
resources, air pollution, and health concerns [10]. Smart cities
are thought to provide opportunities to solve these problems
[11]. The main goal of a smart city includes connecting
residents, facilitating communication, improving government
performance and economic growth, promoting sustainability
and improving citizens' quality of life using smart technologies
[12], [13].

1) Smart cities infrastructure: A smart city's infrastructure
is increasingly dependent on advanced technologies to address
population growth-related issues. Al and loT-enabled devices
will improve the quality of life and maximize the efficiency of
a wide range of daily services in smart cities, such as smart
transport, smart energy, and smart water management [14].
Fig. 2 illustrates the infrastructure of smart cities.

a) Smart healthcare: Smart cities aim to provide smart
healthcare solutions. Sensors and smart devices have
significantly contributed to the availability of high-quality
patient care using smart health technologies.

b) Smart education: In smart education, the focus is on
and learner-driven, personalized, and adaptable learning
services, interactive, collaborative, and collaboration resources
and services. In addition, a smart learning environment
facilitates the realization by learners of an effective, efficient,
and meaningful learning experience [15].

¢) Smart transportation: Smart transportation is a
technological advancement in the conventional transportation
system that improves public life by delivering optimized
services through mobile devices, city-installed devices, or
sensors built into cars. These sensors and devices enable easy
parking reservations, efficient street lighting, optimal route
suggestions, public transit telematics, accident prevention, and
autonomous driving [16].

d) Smart buildings: In smart cities, energy efficiency is
emphasized, and buildings are designed to function according
to individual fulfilment, so that they are more sustainable and
energy efficient; for example, the use of smart devices in
smart buildings allows many tasks to be handled, including
controlling climate, lighting, and many other aspects based on
detection of presence [17].

e) Smart energy systems: A smart energy system is built
on technological advancements with the goal of decreasing
energy consumption and boosting the use of renewable
resources. The primary goal of smart energy is to conserve
non-renewable resources for use in emergencies [11].

f) Smart manufacturing: Smart RFID tags make it easy
to trace a product from the factory to the retailer, greatly
reducing time and costs. Smart packaging can also include
benefits like brand protection, quality assurance, and customer
customization [16].
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Fig. 2. Components of a smart city.

g) Smart farming: Effective agriculture production is
crucial for our people to prevent a future potential food crisis.
The use of 10T technology in agriculture may undoubtedly
contribute to securing enough food demand and improving the
overall efficiency of agricultural production processes.
Significant crop information could be gathered and used for
yield monitoring and the early detection of diseases that could
have a major effect on crop yield and quality. Soil and nutrient
monitoring would optimize agricultural production methods
and result in water savings, which are valuable in some
geographic areas [14].

2) Overview of smart cities characteristics: Smart cities
can help to enhance city residents' standard of living while
also making the city more sustainable and efficient. With the
help of technology and data, smart cities can improve city
infrastructure and services and solve some of the most
pressing problems facing modern cities. Smart cities have
several key characteristics that make them innovative and
efficient as illustrated in Fig. 3.

Key characteristics that make Smart cities innovative and efficient

Advanced
Technologies

Sustainability Connectivity Data-driven User-centered Collaboration
decision making  design & partnerships

Fig. 3. Key characteristics that make smart cities innovative and efficient.

a) Advanced technologies: Smart cities infrastructure
are based on innovative technologies to combat urban
challenges with the help of 10T devices, artificial intelligence
(Al), cloud computing, and Big Data analytics, [14], [18],
[19].

b) Sustainability: Smart cities are designed to minimize
their environmental impact including reducing energy
consumption, encouraging the use of green spaces, and
improving air and water quality [10], [20].

¢) Connectivity: Smart cities are highly interconnected,
with advanced communication networks connecting residents,
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businesses, and government agencies. This enables real-time
data exchange and seamless communication [13].

d) Data-driven decision making: In smart cities, data is
the driving force behind decisions and services. The data
collected through advanced technologies are used to identify
trends and improve services to better the quality of live for its
residents [21], [22].

e) User-centered design: Smart cities are designed with
citizens' needs in mind, with the goal of improving the
wellbeing and welfare of their citizens [23]-[25]. Accessible
and affordable transportation, green spaces, and sustainable
housing are part of this approach.

f) Collaboration and partnerships: For smart cities to
succeed, governments, businesses, and residents must
collaborate. Collaboration, transparency and sharing of data
and resources are essential to solving urban problems and
creating a more efficient and sustainable city [20], [25].

Smart cities are the future of urban development, designed
to address some of the most pressing issues that cities face. 10T
devices, cloud computing, big data and artificial intelligence
are examples of advanced technologies that enable real-time
data exchange and data-driven decision making. Smart cities
are also designed to reduce environmental impact, promote
sustainability, improve connectivity, foster collaboration, and
focus on the needs of citizens. A user-centered approach will
help to ensure that the needs of citizens are considered when
designing the city. Collaboration and partnerships are critical to
smart city success because governments, businesses, and
residents must collaborate to solve urban problems and create a
more efficient and sustainable city. Transparency and resource
sharing are critical to achieving this goal. By embracing these
principles, cities can improve the quality of life for their
citizens and ensure a sustainable future for future generations.

3) Smart city for a smart healthcare: Smart cities and
smart health are two interrelated concepts that are changing
the way we live and manage our health. A smart city is a
framework that employ technology and data to handle the
issues of waste management, traffic congestion, air pollution
and energy use etc. to improve the quality of life for citizens
[19], [20]. Smart health, on the other hand, refers to the use of
cutting-edge technologies. The Internet of Things (loT),
artificial intelligence (Al), cloud computing, and an array of
digital tools has enabled us to improve the way we manage
and maintain our health [3], [19]. Combining the benefits of
smart cities and smart health can help to create healthier and
more sustainable environments for their citizens. Artificial
intelligence and machine learning technologies are key tools
utilized in smart healthcare, where it can be used to analyze
large amounts of data and thus improve diagnostic and
treatment precision. It can also be used to predict diseases and
disease progression, allowing for earlier intervention and
improved patient care [26]. Cloud computing is utilized for
numerous  disease  diagnosis  applications, allowing
stakeholders to make informed medical decisions [27]. 10T
devices can collect and monitor patient data in real time,
improving care and reducing the need for in-person
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hospitalization [28], [29]. These devices can also aid in
disease prevention by enabling the user to monitor their own
health status, assess their situation, and receive advice and
recommendations [3]. Robotic technology can be used to
improve surgical precision and reduce the risk of surgical
complications [30].

Smart healthcare can provide numerous benefits to both
patients and healthcare professionals. Patients will benefit from
reduced wait times for doctor's appointments as well as more
personalized treatment and care. Furthermore, the technologies
can help reduce healthcare costs while improving diagnostic
and treatment precision and efficiency [31]. Although smart
healthcare has many advantages, there are also challenges to
overcome. Such as, privacy and security when using smart
healthcare technologies. The collection and sharing of personal
health information has the potential to violate privacy and
security. As a result, it is critical to have adequate security
measures in place to protect patient data [32], [33]. Moreover,
Healthcare professionals may also require new training and
skills as a result of the technologies, which can be challenging
[34], [35]. Smart healthcare is an innovative approach to the
healthcare sector in which technology is used to improve
patient care and healthcare quality. Al, 10T, and robotics
technologies can provide benefit to both patients and
healthcare professionals. However, there are obstacles to
overcome, such as, training requirements, and concerns about
privacy and security. If appropriate safeguards are in place,
smart healthcare technologies may continue to have the
capability to enhance healthcare services and patient care.

B. Advancements in Al- Driven Healthcare Monitoring
Systems

1) Artificial intelligence: Artificial intelligence (Al) is of
growing importance as it has the potential to improve
healthcare through innovative medical devices and provide
more personalized healthcare. The various domains Al plays a
role is illustrated in Fig. 4. The application of new mobile
devices, the development of smart home technologies, and the
growing acceptance of smart health have made it possible for
healthcare providers to access various form of medical media,
such as X-rays and voice recordings. It is now much easier to
obtain and share medical data with other healthcare providers
for future care [36]. Smart home technologies have assisted
healthcare providers in providing high-quality, low-cost care
to patients. Structured and unstructured healthcare data can be
processed using artificial intelligence. Machine learning (ML),
which includes neural networks, classical support vector and
deep learning, are common Al techniques used in the
healthcare sector [37].

Research shows that there are various healthcare domains
where Al can play a critical role. For example, wearable
technologies [38] and [39] allow patients to monitor their
health and Al-based clinical decision support systems are
continuously used to aid and improve diagnosis [31]. Chatbots
have been employed to provide mental health services that
could lead to early prevention and support [7]. Surgical robots
and mixed reality technology can help perform more precise
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surgeries [30]. To increase the effectiveness of their operations
and patient management, many hospitals are installing artificial
intelligence technologies that allow the information to gather
from electronic medical records (EMRs) [40]. The drug
industry [41], [42] is another area that has benefitted from the
application of Al.
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Fig. 4. Application of artificial intelligence in healthcare.

2) Al-driven monitoring system in smart healthcare: Al-
driven monitoring systems have attracted researchers'
attention due to their significant impact on people’s lives.
There have been numerous research studies [33], [43],
frameworks [44], [45], [46] and services [8], [36] that focus
on integrating artificial intelligence for smart healthcare.
Table | summarizes the development of health monitoring
systems considering the healthcare context, the invention, and
Al technology.

e Remote Health Monitoring Systems

Researchers in [8] used 10T and Al to remotely monitor
cardiovascular patients using a device that allows for smart
monitoring of human vitals such as body temperature, heart
rate, oxygen levels. In [36], the authors suggest a smart home
healthcare monitoring system where installed sensors and
devices can meet the needs of elderly people for continuous
care at home. Researchers in [47] offer a system for remote
monitoring of chronically ill or older people. The system is
designed to automatically identify physiological signals [48]
developed a framework for hybrid real-time remote monitoring
(HRRM) for chronically ill patients. Researchers in [49]
developed a home health monitoring system to track the health
conditions of individuals with type 2 diabetes and
hypertension. The system would diagnose and monitor patients'
blood pressure and diabetes status. Researchers in [50]
developed a remote monitoring system for Parkinson's disease
patients using a voice signal as input.

e Mobile and Wearable Health Monitoring Systems

Researchers in [44] developed a deep learning-based voice
pathology detection system for remote patient monitoring. The
mobile application uses parallel CNNs to extract deep-learned
features. In [51], the authors suggest a mobile and automatic
system to improve patient cardiovascular health management
abilities using 10T and Al technologies. A mobile application
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system is proposed by [45] for obesity management. The
application utilizes a genetic algorithm as an Al engine to
predict the meals a user will need to consume to meet their
calorie, macronutrient, and micronutrient goals. The author in
[46] presents a wearable health monitoring device to monitor
patients' activities and vitals while they are engaged in activity
to support efficient and effective health monitoring. The author
in [52] offer a Smart Health Monitoring System framework
built using l1oT and machine learning to monitor patients
affected by coronary artery disease. Research by [53] focuses
on developing an Al-based patient monitoring system to
observe the vital signs of Covid 19 patients remotely. Another
research team in [54] have developed a smart healthcare
framework for the detection and monitoring of COVID-19
using smart connectivity sensors and deep learning (DL). The
application collects and analyzes patient Chest X-ray images.
The system will then predict the patient's status and alert the
healthcare professional to take action. In [55], the author offers
a smart home healthcare framework for diabetic management
using Al technologies. The proposed framework included
portable sensors to detect temperature, blood sugar level, and
activity of diabetic patients.

Remote diagnosis and treatment are crucial in rural areas
and other regions with insufficient qualified medical
professionals. Numerous healthcare applications' capacity to
gather patient data remotely can help to overcome workforce
constraints and process the data automatically for use in patient
care as needed [5]. Further, traveling for medical care is not
only time- and money-consuming, but it can also be
challenging for some people, such as the elderly [56].
Automating smart healthcare monitoring systems limits the risk
of human error, which can put both patients and providers at
risk [57]. The information obtained is the main difference
between face-to-face and remote diagnosis.

Al-based monitoring systems are showing promising
results and can help to transform the healthcare industry by
providing a more efficient and effective way of monitoring
patients' health, reducing the risk of human error, and
providing more affordable treatment options. Remote health
monitoring systems employ IoT and Al-based technology to
remotely monitor cardiovascular, elderly, chronically ill, and
Parkinson's disease patients. Mobile and wearable health
monitoring systems collect real-time data on patients through
use of mobile applications, wearable devices, and loT
technologies. The use of wearable devices and mobile phones
has made it easier to collect data for remote diagnosis and
treatment. 10T and sensor technology are also used to handle
the data collected by these devices. The use of Al in healthcare
monitoring has the potential to provide affordable treatment
options and improve the overall health of vulnerable citizens.
The future of healthcare monitoring is expected to see an
increase in the adoption of wearable devices and mobile
applications, making the use of Al in healthcare monitoring
more prevalent in daily life.

Modern technology, including mobile and wearable
devices, has made it easier to find affordable treatment options
by collecting real-time data without affecting regular activities.
Wearable sensors such as watches, straps and glasses as well as
mobile phones are useful methods to collect data [7]. Usually,
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these devices are linked to a network and establish remote
communication with mobile devices. Fig. 5 shows the growing
trend of wearable technology and the increasing focus on
collecting and analyzing personal health data to improve
overall wellness. The use of cloud-based infrastructure and
edge computing devices allows for real-time data processing
and analysis, which can lead to more accurate and actionable
insights. Wearable devices including glasses, watches, and
chest straps, can be connected to edge computing devices such
as smartphones or middleware servers through Wi-Fi and
Bluetooth technology. These devices are used to collect and
transmit data related to the wearer's health and fitness, and the
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data is processed and stored on cloud-based infrastructure for
further analysis. Glasses can have a display that can provide
the wearer with real-time information such as heart rate and
other health metrics. During exercise, the chest strap may
monitor the wearer's heart rate and other vital signs, while a
watch may track physical activity, calories burned, and sleep
patterns. With enough data obtained, it is possible and practical
to provide remote diagnosis and remote therapy. loT and
sensor technology are combined to handle the data that has
been obtained [56]. The use of wearable devices will grow and
become more prevalent in daily life, making them potentially
useful to monitor the health of vulnerable citizens [58].

TABLE I. SUMMARY OF HEALTH MONITORING SYSTEMS
Ref. Healthcare context Invention Al technology
. . A device based on loT and Al that monitor the human vitals, including .
[8] Cardiovascular patients oxygen levels, heart rate, and body temperature. K-Nearest Neighbors (KNNs)
ealth conditions o monitoring system that includes video cameras and microphones fitted in A
Health diti f A monitori hat includes vid d microphones fitted i
[36] Interlaced derivative pattern
elderly people the smart home.
[47] gzrec:r;cally i or A physiological signal monitoring Smart-Monitor system. Deep Neural Network
48] Chronically ill patients A framework for hybrid real-time remote monitoring (HRRM) for chronically ~ Naive Bayes,
yirp ill patients. Support vector
Type 2 diabetes and A Smart home health monitoring system that analyzes blood pressure and  Support vector
[49]
hypertension glucose levels. K-NN, Decision tree
Support vector
[50] Parkinson’s Disease A healthcare monitoring system for PD patients using voice signal as input Gaussian mixture model,
Random forest tree
[44] Voice disorders A smart mobile healthcare framework that enables voice pathology detection. ~ Parallel convolutional neural network,
The system used parallel CNNs to extract deep-learned features. AlexNet
51] Cardiovascular patients An Al-enhanced mobile system for cardiovascular health management Convolutional Neural Network, Recurrent
P ) Neural Network
[45] Management of Obesity A mobile application for self-management of obesity. Genetic Algorithm technique
[46] General health G?allsoT and Al-based wearable monitor that tracks the patient's activities and Neural network
- T Decision Tree Algorithm and Random,
52] Coronary disease A Smart Health Monltorlng System. The appllcat]on includes a.pulse sensor oo woods Classifier Algorithm, Support
that can be placed on a fingertip to monitor early signs of heart disease. .
vector machine
Covid 19 Al-Based Patient Monitoring System to observe vital signs of patients. A
[53] webpage application is used to communicate between patients and health  Deep neural network
professionals.
[54] Covid 19 A smart healthcare framework for detection and monitoring of COVID-19. ResNet50, convolutional neural network
Lo I . . Naive Bayes, Random Forest, ZeroR,
[55] Diabetic patients ?mf;im:;\r/]c;rsk for automated monitoring of diabetic patients using sensors and simple logistic, sequential  minimal
P ) optimization
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Fig. 5. Wearable device application process.
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3) User-Centered Principles in Al-Driven Monitoring
Systems: User-centered Al monitoring systems are health
monitoring systems that are designed with the end user in
mind. These systems employ artificial intelligence (Al)
technology to collect, process, and analyze health-related data
to improve patients' overall health and well-being. The goal of
these systems is to provide personalized health monitoring and
support to users without interfering with their privacy [33].
According to research, user-centered Al monitoring systems
have the potential to transform the health industry by
providing real-time health monitoring and support to patients
[26], [59]. Using artificial intelligence technology, health-
related data such as vital signs, physical activity levels, and
sleep patterns can be automatically collected, analyzed, and
used to detect health-related issues [8], [49].

Several studies have highlighted the importance of
involving end users in the development of Al monitoring
systems. Study [60] presents a comprehensive design
methodology for developing mobile health (mHealth) apps for
chronic pain management. The methodology focuses on
incorporating user-centered design principles to improve the
user experience and app adoption. The author discusses the
pain management landscape, current challenges with mHealth
app development, and highlights the importance of involving
end-users in the design process. Also [61] provides a detailed
overview of the importance of user-centered design in the
development of health apps. The study emphasizes the
increasing popularity of health apps and the need for designers
and developers to ensure that these apps meet the needs and
preferences of wusers. The authors discuss several key
components of a user-centered design approach, such as user
research, user feedback, and continuous evaluation, all of
which are necessary for ensuring that health apps are effective,
usable, and accessible. The authors also offer practical advice
for those looking to create user-centered health apps. They
emphasize the importance of taking user characteristics like
age, gender, culture, and socioeconomic status into account
during the design process. The authors emphasize the
importance of health apps being accessible and usable for
people with disabilities.

A study by [62] developed a voice monitoring system for
disorder prevention using a user-centered design approach. The
authors present a step-by-step process for developing a voice
monitoring system that meets the needs and preferences of
users, as well as a thorough overview of the importance of
user-centered design in the development of healthcare
technologies. The authors suggest a process for user-centered
design that includes user research, prototyping, testing, and
evaluation. The authors also provide a detailed discussion of
the technical challenges involved in developing a voice
monitoring system, such as speech recognition and data
processing, as well as recommendations for overcoming these
obstacles. A study led by [63] investigates dementia patients,
their caregivers, and healthcare providers' physical,
psychological, and social needs. The study employed a user-
centered design method, which included semi structured
interviews, workshops, and smart home trials. The findings of
this study demonstrate how this methodology can help
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uncover psychosocial and contextual factors, as well as help
to develop more patient-centered interventions. The authors
suggest that their findings can be incorporated into clinical
practice as well as public health strategy to develop patient-
centered interventions. Another study by [32] outlines a user-
centered strategy for creating smart home solutions that puts an
emphasis on creating home automation systems that meet
users' needs and expectations. The authors develop scenarios to
better understand user needs and behaviors as well as to point
out areas where smart home technology can benefit users in
their day-to-day activities. The study found that user-centered
design can produce smart home systems that are more efficient
and user-friendly, and that it is essential to incorporate user
feedback throughout the design process to produce solutions
that satisfy their needs.

User-centered Al monitoring systems have the potential to
transform the health industry by providing personalized health
monitoring and support to patients without interfering with
their privacy. Incorporating user-centered design principles in
the development of these systems is crucial to ensure that they
are effective, usable, and accessible. User-centered design
methodologies have been successfully employed in various
healthcare technologies, such as mobile health (mHealth) apps
for chronic pain management, voice monitoring systems for
disorder prevention, and smart home solutions for dementia
patients. As shown in Fig. 6 these methodologies involve user
research, prototyping, testing, and evaluation, which uncover
psychosocial and contextual factors and help to develop more
patient-centered interventions. Incorporating user feedback
throughout the design process can produce solutions that
satisfy user needs and preferences and are more efficient and
user-friendly. Understanding the needs, preferences, and
behavior of users is critical to the success of these
technologies, and incorporating user feedback throughout the
design process can produce solutions that satisfy user needs
and preferences. As healthcare technologies continue to
advance, incorporating user-centered design principles will be
essential to develop patient-centered interventions that improve
patient outcomes and experiences.
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Fig. 6. Collaborative Al system build through a user-centered approach.
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V. CHALLENGES AND OPPORTUNITIES OF Al-DRIVEN
MONITORING SYSTEMS IN SMART CITY HEALTHCARE

A. Challenges

The development and deployment of user-centered Al
monitoring systems in smart health is a complex process that is
faced with some significant challenges. The main challenges
are highlighted here including data privacy and security, data
quality and availability, interoperability, clinical validity and
user acceptance.

1) Data privacy and security: Health data is highly
sensitive and personal information that must be protected.
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Ensuring the privacy and security of health data is a major
challenge in the development and deployment of user-centered
Al monitoring systems [32]. Al systems have a significant and
ongoing security challenge due to the complexity of the data
and increasing frequency of network attacks. Security faults,
for example, an area of concern since medical data, which is
gathered by different types of sensors, is subject to errors.
These faults can make it challenging to understand or
diagnose the patient's condition. Furthermore, real-time
monitoring necessitates a fast and dependable network
connection, which can be difficult to achieve in rural areas and
on low-power systems [33].

2) Data quality and availability: For Al monitoring
systems to be effective, they must be trained on high-quality
data. Health data consisting of doctors’ notes, observations,
results of pathology, radiology images, and signals are
typically not very extensive and can be challenging to access
[64], [65]. A significant challenge is ensuring that the data
used to train Al systems is accurate, up-to-date and widely
available.

3) Interoperability: Al monitoring systems must be able to
integrate with existing health IT systems to be useful [66].
This necessitates that the systems exchange data and
communicate with one another in a seamless manner. Ensure
that Al monitoring systems are interoperable with existing
health IT systems can be difficult, especially in environments
where different systems use different data standards.

4) Clinical validity: For Al monitoring systems to be
effective in clinical settings, they must be able to provide
accurate and reliable information. This necessitates system
validation and the accuracy and dependability of the results
[64], [67]. It is crucial to ensure Al monitoring systems are
clinically valid, especially in the health sector since inaccurate
diagnosis and treatment can have severe consequences.

5) User acceptance: Al monitoring systems must be
usable and provide transparency to end-users to be effective
(Miotto et al., 2017). This includes ensuring that the systems
are user-friendly and that users trust the information that they
provide [60], [61]. Ensuring that Al monitoring systems are
acceptable to end-users can be challenging, particularly in the
context of health where users may be concerned about the
reliability of the information provided.

6) Trust: The success of user-centered Al monitoring
systems in smart health greatly depends on building trust with
the users. Users will not accept the results of Al systems if
they do not trust the system [68].

Despite of these challenges, the development and
deployment of Al-based monitoring systems for smart health
remains a significant area of research and development.
Identifying and addressing these challenges can help develop
user-centered Al monitoring systems in smart health that are
effective, usable, and trustworthy, improving patient health.

B. Opportunities

Al-driven monitoring systems have made a substantial
impact on people's lives, attracting the interest of researchers.
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Although there are several challenges in the development and
deployment of Al-based monitoring systems there are also
numerous advantages, such as personalized Health Monitoring,
the delivery of remote diagnosis and treatment, and the
collection of real-time data without interfering with regular
activities. The opportunities are demonstrated in this section.

1) Personalized health monitoring: These systems use Al
technologies to collect, process, and analyze health-related
data, allowing for personalized health monitoring and support
to the users. The automatic collection of data, such as vital
signs, physical activity levels, and sleep patterns, can help
detect health-related issues in real-time [8], [49], [61], [69].

2) Real-time feedback: These systems can provide real-
time feedback to the user, allowing them to make informed
decisions about their health. They can help identify potential
health risks  and provide  personalized health
recommendations, such as lifestyle changes or exercise
regimens, to help improve overall health [3], [32], [61].

3) Non-intrusive monitoring: User-centered Al monitoring
systems in smart health are designed to be non-intrusive,
allowing users to monitor their health without interference
with their daily activities [33].

4) Improved health outcomes: These systems can help
individuals manage their health more effectively and make
lifestyle changes to improve overall health outcomes. By
providing real-time feedback and personalized health
recommendations, these systems can help individuals make
informed decisions about their health and well-being [26],
[59].

5) Increased access to health services: User-centered Al
monitoring systems in smart health can help increase access to
health services for individuals in remote or underserved areas.
By allowing for remote monitoring and analysis of health-
related data, these systems can help bridge the gap in access to
health services for these individuals [3], [33].

6) Increased efficiency and reduced costs: The use of Al
technologies can help streamline healthcare processes and
reduce costs. By automating the collection and analysis of
health-related data, these systems can reduce the need for
manual data entry and analysis, saving time and resources [3],
[26], [70]-[72].

The current research indicates that while user-centered Al
monitoring systems hold significant potential for transforming
the healthcare industry, there are also certain challenges related
to their development and deployment. One of the key
challenges is making sure the system is user-friendly and
simple to use, as many patients may be intimidated by
technology [61]. Furthermore, there are privacy and security
concerns associated with the collection and storage of health-
related data that must be addressed for these systems to be safe
and secure to use [33]. Other concerns include Clinical
Validity, Data Quality and Availability and Interoperability of
these systems. However, there are some great opportunities in
developing and deploying user-centered Al monitoring systems
in smart health. One of the main advantages of these systems is
their ability to provide users with real-time feedback, allowing
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them to make informed health decisions [3]. Furthermore,
these systems can offer personalized health recommendations,
such as lifestyle changes or exercise programs [69] to assist
users in improving their overall health.

V. FUTURE DIRECTIONS FOR USER-CENTERED Al

MONITORING IN SMART HEALTH

Within this section, potential future directions will be
presented regarding the challenges related to developing and
implementing user-centered Al monitoring systems in the
context of smart health. An overview of the challenges along
with the possible future directions is illustrated in Table II.

TABLE Il.  OVERVIEW OF CHALLENGES AND POSSIBLE FUTURE
DIRECTIONS
Challenges Examples Pot(;:'ntlal'future
irections
Invest in strong security
Health data is highly measures, such as
Data  Privacy sensitive and must be encryption, secure
and Security protected from security communication, and
faults, such as sensor errors.  monitoring for breaches
and unauthorized access.
. Invest in data
Ensuring that data used to .

Data  Quality train Al systems s |r;)ftra_st_ructuretth_at makej
and Availability ~ accurate, up-to-date and obtaining, - storing, - an

widely available.

managing health data
easier.

Interoperability

Al  monitoring  systems
must integrate with existing
health IT to exchange data
and communicate.

Follow common data
standards and invest in
tools that make
integrating Al monitoring

systems with existing
health IT systems easier.

Invest in research and
validation of Al

Clinical Ensure Al monitoring monitoring systems to
Validity systems are clinically valid. ~ ensure they continue to
provide valid and
trustworthy information.
Involve end-users in Al
Al monitoring systems monitoring systems to
User must be usable and provide ensure usability and trust.
Acceptance transparency. Education and training
are needed to promote
adoption.
Develop user-friendly
Users must trust the system ~ SYStems  that - provide
Trust to accept the results of Al accurate ~ and  reliable

health-related data and
are transparent in their
operation.

systems.

It is critical to implement strong security measures to
protect health data to address the challenge of data privacy and
security. This can include employing encryption and secure
communication protocols, as well as monitoring for breaches
and unauthorized access on a regular basis. Furthermore, it is
critical to be transparent about the use of health data and to
obtain patient consent before using their data for Al training or
monitoring. Data Quality and Awvailability are other critical
factors to consider when developing high-quality Al
monitoring systems. To tackle these issues, it may be necessary
to invest in data infrastructure that makes obtaining, storing,
and managing health data easier. Furthermore, health data
sharing may be necessary to encourage the development of
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high-quality monitoring Al systems. As a solution to the
interoperability challenge, it may be necessary to adopt
common data standards and invest in tools that make
integrating Al monitoring systems with existing health IT
systems easier. Furthermore, it is critical to foster open
communication and information sharing among different
organizations to ensure that Al monitoring systems can work
seamlessly with existing health IT systems. The challenge of
clinical validity can be addressed by investing in the research
and validation of Al monitoring systems. Additionally,
ongoing monitoring and evaluation of the systems is required
to ensure that they continue to provide valid and trustworthy
information. User acceptance is an important factor that can
determine the success of user-centered Al monitoring systems
in smart health. To address this issue, we must ensure that end-
users are involved in the design and development of Al
monitoring systems. This can include user testing and
gathering user feedback to ensure that the systems are usable
and that users trust the information provided. Furthermore,
education and training may be required to promote widespread
adoption of Al monitoring systems. Finally, building trust with
the users is a critical factor in the success of user-centered Al
monitoring systems in smart health. To build trust, these
systems must be user-friendly and easy to use, and provide
accurate and reliable health-related data. Additionally, the
systems must be transparent in their operation and provide
clear explanations for the health recommendations provided to
the user.

User-centered Al monitoring systems in smart health hold
significant potential for transforming the healthcare industry by
providing real-time health monitoring and support to patients.
User-centered Al monitoring systems are designed to improve
the patient experience in healthcare by using technology to
collect and analyze data from patients. These systems use
artificial intelligence algorithms to monitor patients and
provide real-time information about their health status.
However, careful consideration must be given to the design
and deployment of these systems to ensure that they are user-
friendly, secure, and provide accurate and reliable health-
related data. By addressing these challenges, it is possible to
develop user-centered Al monitoring systems in smart health
that are effective, usable, and trustworthy, thereby improving
patient health outcomes.

VI. DiscussION AND CONCLUSION

In recent years, smart health technologies have been
gaining popularity as a means of providing high-quality patient
care, including user-centered Al monitoring services. These
systems hold great potential to transform the health industry by
providing real-time health monitoring and support to patients.
Based on the results of this research paper, there appear to be
several key factors that need to be addressed when developing
user-centered Al monitoring systems for smart health. These
include data protection and security, data quality and
availability, interoperability, clinical validity, user acceptance,
and building trust among users. This is consistent with the
results of previous studies that have emphasized the
importance of these factors in designing effective Al healthcare
monitoring systems. The current paper differs from previous
studies in that it emphasizes the importance of user-centered
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design and involving end-users in the development process.
Although previous studies have also recognized the importance
of user-centered design, this paper highlights the need to
involve end users in the design and development of these
systems. This suggests that there may be a need for greater
collaboration between developers and end-users in the
development of user-centered Al monitoring systems for smart
health. The research also indicates the importance of user
research, user feedback, and continuous evaluation in ensuring
that these systems are developed in a manner that prioritizes
the needs and preferences of users. User-centered design has
been shown to produce more efficient and user-friendly health
monitoring systems and incorporating user feedback
throughout the development process is crucial to producing
solutions that meet the needs of patients and caregivers.
Overall, the findings suggest that, while user-centered Al
monitoring systems have significant potential for transforming
healthcare, they must be designed and deployed with care to
ensure that they are effective, usable, and trustworthy. By
addressing the challenges identified in this study, it may be
possible to develop Al monitoring systems that are better able
to support patients and improve health outcomes.

Future research in this field should focus on developing and
deploying artificial intelligence (Al) technologies that can
collect, process, and analyze health-related data in a secure and
privacy-sensitive manner. Furthermore, research should be
conducted to identify ways to increase trust in these systems,
such as developing user-friendly interfaces, providing clear and
transparent information about how data is collected and
processed, and ensuring that the data used to train these
systems is diverse and representative of the population it is
intended to serve. In conclusion, how we treat and monitor
patients is impacted by the continually shifting number of
devices in a smart city. As a result, developing smart devices
often results in compatibility and security issues. Artificial
intelligence and deep learning approaches can be used to
improve the management and coordination of device data and
network models to address this challenge and ensure smooth
connectivity between smart devices.
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