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1 | INTRODUCTION

The concept of the Internet of Things (IoT) was invented in 1999 by a member of the radio frequency identification
(RFID) named Kevin Ashton, and over the decades it has become more relevant to the real world due to its technological
advancement and its capabilities that it supplies to its users.! The IoT technology can be defined as a system of interrelated
computing devices, digital machines, buildings, animals, physical objects, or individuals that are provided with the ability
to interact, collect and exchange different types of data throughout its devices with or without human interaction.? The
IoT is not a singular technology, however, it is a combination of different types of hardware and software machinery.’
There are many technologies available in the market, that are operative and supported by strong machinery association
alliances, which focus on delivering the necessary IoT requirements for various types of users. These types of machinery
provide the users with privacy, security, and control over the actions and data being processed throughout the internet and
its devices. Some examples of these technologies include short-range communication protocols such as Z-Wave, ZigBee,
Sigfox, Wi-Fi, or Bluetooth.*

The IoT has seen a progression and a significant growth of communication and software technologies, which has
shaped everyday life, leading the world into a new era of “Smart Things,”> where millions of objects are connected to one
and other by sharing, communicating, and sensing information. All of these connections are based on private or public
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Internet protocol (IP) systems. These connected objects analyze and collect information frequently, which enable the
users to manage, plan, decision making, taking the appropriate action when needed.® A study projects that in 2030 there
would be 125 billion IoT devices connected to the internet worldwide, which is a 12% increase on average annually, from
nearly 27 billion in 2017.7 The substantial growth of the IoT evolution and its technologies has resulted in privacy and
security complications that have led to a data breach or data thefts. The IoT technology offers a lot of benefits, however,
it also has its limitations which need to be carefully monitored.>® It is important to understand the types of exposures,
vulnerabilities, security, and privacy threats that IoT technology experiences. The purpose of hacker’s malicious activities
and attacks seek to target the vulnerabilities of IoT operating systems and technologies to cause damage or data theft.’
Furthermore, malicious activities can vary, they could occur from unauthorized access, social engineering, malware,
malicious insider as well as physical theft. By not having a robust system in place can result in serious consequences
resulting in sensitive data being stolen.

The IoT can be categorized into three groups—technologies that manage security and privacy for its users, technolo-
gies that allow machines to obtain appropriate information, and technologies that allow machines to process consistent
information.* In simple words, the first category states that IoT is pivotal for the security and privacy of customers
whereas, the last two bring in the concept of intelligence embedded into IoT technology. The role of communication is
pertinent in IoT and there should be varied types of communication machinery, which need to be placed in order to mark
the requirements of the IoT-based applications. Some important requirements are security, speed, reliability, and energy
efficiency. The popular communication protocols relevant to ToT are, ZigBee, Bluetooth, Sigfox, Wi-Fi, and Z-Wave.!°

The IoT revolution is still a work in progress despite achieving several milestones in various areas. A lot of new
approaches in IoT technology are sought after, particularly in its existing communication protocols and Al-based solu-
tions to tackle the upcoming security threats. This study provides a comprehensive report on the common types of IoT
security threats, recent cyber attacks dampening the faith in this evolving technology, various communication protocols
popular in an IoT framework, and the artificial intelligence (AI) based solutions to deal with any potential cyber threats
affecting the IoT network of interest. An exhaustive review of the latest reference literature including research papers,
web-based articles and reports from the industry was carried out under this study. This article would serve as a resource
for providing useful perspectives in future research focusing on the development of new communication protocols. This
article would also augment the research works centered around harnessing AI and machine learning (ML) based tools
to deal with smart attackers. The research questions of this review work can be summarized as (a) What are the types of
security and privacy concerns for IoT networks? (b) What are the types of IoT communication protocols that empower
its machinery and the scope of improvements in the existing protocols? (¢) How can AI and ML techniques empower
privacy and security for IoT devices?

The rest of this article is organized as follows. Section 2 describes various applications of 10T and the role of AL
Section 3 provides a comprehensive review of privacy and security challenges in IoT. Section 4 reflects upon some recent
cyber-attacks on IoT services. Some popular communication protocols in IoT are presented in Section 5. The issues in
the existing communication protocols are highlighted to serve as pointers for further research. Section 6 highlights some
threats within an IoT environment, followed by a demonstrated threat model used for risk evaluation. Section 7 contains
a review of the Al-based solutions useful in tackling potential security threats to IoT networks and all the stakeholders.
The research outcomes of this study by appropriately linking to the posed research questions are discussed in Section 8.
Finally, the concluding remarks and future implications of this research are presented in Section 9.

2 | VARIOUS APPLICATIONS OFIOT AND ROLE OF Al

There are many IoT applications offering capabilities to machines to interact with consumers, empowering their experi-
ence within smart environment. For example, smart locks, smart lighting, smart thermostats, smart sensors, and smart
hubs. The use of smart locks, which are connected to the smart hubs, enables the user with peace of mind and security,
allowing them to know who is coming in and going out of the territory. A smart lock can be remotely accessed anywhere
in the world, through smart devices such as smartphones, which gives the users the ability to lock or unlock the doors
and can hold up to 30+ individual unique codes to access the lock. In addition, smart lighting allows the user to control
the lights remotely, brighten them, dim them, turn them on and off or change the lightening colors of it. Furthermore,
this includes light switches, dimmers, outlets, relays, and plug-in modules. Installing the smart light technology within
the environment can enable the user to create scheduled times to switch on the lights at different times, including when
smart locks unlock the door when a person arrives. Additionally, smart lighting offers benefits to the user, including
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saving money on energy bills, saving time, and full control either remotely or via voice control within the environment. A
smart thermostat is a technology that enables the user to take full advantage of the temperature within a smart home envi-
ronment, accessed remotely anywhere in the world via a smartphone. The advantage of having this type of mechanism
installed within a building or smart home enables the consumer to control energy usage, which saves money on energy
bills. A smart sensor is a technology that can enable consumers to detect changes within the environment. For example,
smoke detection, flood detection, and motion around the installed areas. Furthermore, having sensors installed within
a smart building or home enables the user to act responsibly in case of an emergency, receiving notifications alerts via
smartphones. Smart sensors empower users to take control of the environment. A smart hub is the main technology that
controls all the other smart mechanisms within an environment, enabling the users the benefit from taking full control
of the technological surroundings. It must be connected to a Wi-Fi router, to be fully compatible with other mechanisms,
such as cameras, alarm panels, or thermostats. A user can operate this via smart apps using a smartphone.!!

Al is driving the future of technologies into reality. For example, the automobile industry employs a good mixture of
Al-based IoT, enabling consumers to drive their cars hands-free. The mechanism of using a self-driving vehicle is that
it is loaded with sensors that are constantly monitoring everything that is occurring around the vehicle, with the use
of AI application to make the correct decisions. The applied sensors within the vehicle enable it to capture thousands
of data every millisecond and the use of AI empowers the data to act accordingly in a fast manner. The Al-enabled IoT
capabilities in an automobile enable automatic parking, braking, and changing lanes, which is a huge impact on the
future of driving.1?

Healthcare is one of the most crucial and critical sectors in the broader landscape of big data. Al in healthcare is
the introduction of computer systems that have the intelligence of humans to assist medical professionals in their daily
work. The use of Al in healthcare empowers quality of life, and preventive care, providing more accurate treatments
and diagnoses. Furthermore, Al enables healthcare professionals to track and predict the spread of infectious diseases
by analyzing data from various sources.'? The use of fitness trackers within healthcare such as the Apple Watch or Fitbit
can assist with enabling the wellness and health of individuals at all costs. These smart wearable technologies can track
individuals’ activity levels, heart rate, and quality of sleep, which are all connected through Bluetooth and recorded via
an app on smartphones.'*

3 | PRIVACY AND SECURITY CHALLENGES

There are many challenges associated with the privacy and security of IoT technologies. The purpose of the intrud-
ers’ malicious activities is to target the vulnerabilities of IoT operating systems and technologies to cause damage and
data theft. Malicious cyber-attacks can vary, they could occur from unauthorized access, social engineering, malware,
malicious insider as well as physical theft.!>

3.1 | Cyber-attack

A cyber-attack within IoT can be defined as an assault toward networks/systems, by disturbing their operating functions
and exploiting the weaknesses within it by using different types of hacking tools and methods. The purpose of a cyber-
criminal to strike a cyber-attack on technologies is to gain an advantage of the systems by retrieving valuable information,
or for personal satisfaction. Furthermore, the attack, which is conducted by cybercriminals can vary, it can depend on the
purpose of the attack and what sort of gain is achieved.!® Cybercriminals can be of different types such as government
bodies, groups of individuals, private companies etc. The players behind the cyber-attacks are the individuals who are
the danger to the new era of the smart world.!” Cyberattacks occur from gaining authentication data, passive attacks like
monitoring unprotected system communication to exploit its vulnerabilities, and attacks on networks/software systems,
which target the unencrypted traffic to seek valuable data.'®

3.2 | Software and hardware systems challenges

Weaknesses can be found in many parts of the IoT operating systems or networks. Some of the main weaknesses that
IoT devices experience are the software systems, networks, procedures, and policies that are used within the software
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systems. IoT has two different constituent systems, namely, software systems and hardware systems. It is further argued
that the weaknesses can be spotted within the software system, for example in its application software, operating systems,
or within its controls, such as gadget drivers and communication protocols. Moreover, there are many other ways, which
could lead IoT technologies to experience vulnerabilities within their software systems, including software issues and
human factors. Some of the main technical vulnerabilities occur from human errors because of the software design. On
the other hand, having issues with the hardware system can be challenging to fix the vulnerabilities, even if the issues
have been spotted within the hardware interoperability and compatibility. There can be consequences for not starting a
project correctly, understanding the necessities, planning, and communicating correctly as developers and with users.
Moreover, poor knowledge, management skills, and lack of resources could lead to vulnerabilities being inedited within
an IoT system, which could expose the security and privacy of a user.'® Organizations can invite complications due to a
lack of planning in selecting an appropriate IoT application. Users and consumers can suffer due to personal information
being stolen especially in industrial and commercial sites, for example, medical industries, where the patient’s sensitive
information can be taken due to the lack of resources implemented in the hardware and software systems. '’

3.3 | Structured and unstructured attacks

There are two kinds of human threats which can be caused by people, they are “external” or “internal threat.”?° An
external threat can be a group of individuals or a single individual working outside the system which looks to disturb
or attack a network.?! On the other hand, an internal attack can be caused by a group of people that has permitted
accessibility within the systems.?? Furthermore, it can be categorized into different types, such as unstructured attacks
and structured attacks. Unstructured attacks can vary, they can be caused by hackers that utilize different types of hacking
tools, to extract data or personal information from technologies.?* The process of a structured attack can be caused by
hackers or groups who understand and recognizes the weaknesses within a system, which could alter scripts and codes to
take full control. Moreover, it is argued that the advanced persistent threat (APT) is an example of a structured attack. The
APT is an experienced network attack which aims to target networks with high-value data. For example, governments,
organizations, businesses, financial industries, and manufacturers attain valuable information.?*

3.4 | Access and reconnaissance attacks

An access attack is used to gain access to unauthorized information targeting IoT devices or systems. It can be split into
two groups, remote access attack and physical access attack.!® The process of a physical attack is where the criminals
gain entry to physical technologies whereas remote access is done over the internet through IP-linked gadgets. Moreover,
the literature states that most IoT technologies that operate outdoors and are left unattended are highly targeted and
vulnerable to these sorts of attacks from occurring.'® A reconnaissance attack can be recognized as an attempt to collect
and discover sensitive data in relation to an operating system. This type of attack may be disregarded by security officers
as a “network noise” which is used in a denial-of-service (DoS) attack or subsequent access attack.?> Some methods which
are used to gain data from this sort of attack are by conducting illegal mapping and discoveries of networks, vulnerabilities,
and services of technologies. Some example can be from packet sniffers,?® requesting IP address data or scanning the
system ports.?’

3.5 | Denial-of-service and viruses

Supervisory control and data acquisition (SCADA) attacks focus on Internet protocol/transmission control protocol
(IP/TCP) by exploiting the vulnerabilities within it. It can come as a DoS attack which is a type of distributed attack used
by cybercriminals to launch numerous attacks on a target using “innocent computers” which are also known as zombies,
that are on different sites. It is a form of ransomware, which takes over a network/system. Moreover, it can also come in
like a virus that looks to affect the technologies associated with the internet and take control of data.”® ToT devices are
extremely vulnerable to such attacks happening.

A virus is defined as a malicious program or a code, implemented to change the behavior and actions of an operating
system.?’ Computer-virus function by placing themselves in files that support instructions to perform their malicious
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codes. The virus is easily transmittable and can move to another technology. Some of the major signs of a computer
virus can be recognized while operating a computer system, for example, frequent pop-up windows, unusual slow device
performance, frequent crashes, and unusual activities such as access password changes.

3.6 | Ransomware

Malware is malicious software that includes various types of malicious components, for example, spyware, viruses, tro-
jans, and ransomware.>® A “ransomware” is malware, which can be split into two words, ransom, and ware. A “ransom”
stands for the sum of money required to be paid, while the “ware” indicates it is a malware type of attack. IoT experi-
ences major ransomware attacks, in which the intruders attempt to target the victim’s data and encrypt it by using robust
algorithms to make the system or data inaccessible. Once the system is affected by the malware, the intruder demands a
ransom which is normally paid in “Bitcoin” a form of cryptocurrency which is not traceable, in return for a decryption
key for the victims to attain access to the stolen data.’! Demand is often given a deadline for the victims to pay, after which
the information will be erased if the payment has not been made.3> Some organizations refuse to make a payment of this
ransom and spend a large amount of money to attain the lost files and rebuild the systems. There are different ways where
ransomware can get attached to a device. Cybercriminals use phishing methods to attack a target, in which malicious
software is attached either to an email, link, or advertisement where the victim is lured to click for a piece of information
which in reality is a malicious one. Moreover, a lack of cybersecurity training can lead to such things from reoccurring.??

3.7 | Dictionary and brute force

Some of the most common privacy issues which IoT and its technologies face are password-based attacks. This method
is used by individuals or groups to attempt to duplicate a valid user password and to crack down passwords by using two
techniques, it includes, dictionary attack and brute force attack. A dictionary attack is where the hackers attempt to try
different combinations of letters and numbers to gain the user’s password. On the other hand, a brute force attack is a
hacking tool which is used by intruders to try to crack down all sorts of combinations of passwords in order to achieve
the correct password of the users.'®

3.8 | Authentication and authorization

Authentication is similarly important as authorization when confirming and permitting access. IoT networks comprise a
colossal number of gadgets. Most of these gadgets need to be connected to networks to process or produce sensitive infor-
mation. Furthermore, for the information to be transmitted and received to the gateway of the IoT, it must authenticate
itself. Default credentials set by the manufacturers without changing the gadgets can result in security and privacy chal-
lenges.** A research study conducted by a Slovakian Internet security company called ESET in 2016 studied privacy and
security challenges within internet routers. The study tested 12 000 routers and 15% of them had weak security. The find-
ings which the study was able to identify a high percentage of the routers had weak and insecure username and password,
which was default credentials as “admin,” which makes it easy for the hackers to gain access t0.>

4 | RECENT ATTACKS ONIOTTECHNOLOGIES
4.1 | Franticlocker (Flocker) smart TV attack

In 2015, this type of ransomware was detected on android phone lock screens and progressed to smart TV the following
year. As soon as this type of ransomware enters the smart TV, it locks and shuts it down, which also makes the reset factory
settings unavailable. Moreover, the Flocker malware then displays a message on the screen stating that it is from a law
enforcement agency, such as the United States cyber police, which then demands them to pay a ransom. This demands
the victim to pay the ransom through cryptocurrency, with a 200-dollar gift card delivered through iTunes, for the victim
to gain access to the smart TV.3¢
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4.2 | Smartbulb attack

Many commercial IoT devices do not fulfill vigorous authentication mechanisms, which makes the devices vulnerable
to exposure, including replay attacks such as commercial smart bulbs. A showcasing test was conducted which enabled
them to produce a secret channel for launching a ransomware strike within an organization by utilizing a device like
an office scanner.>’ The scanner created a gateway, a secret channel between the attacker and the malware which was
used to intrude into the organization. To breach the security system of the organization, the sensitivity of the light’s
scanner was exploited which could be controlled by the intruders who were located far away. If the IoT devices are
not correctly secured with an effective safety protocol, it can lead the technologies from being taken full control and
making the IoT networks hostage.3® The study®” performed an attack on a commercial smart bulb and managed to
change the brightness of the bulb by 5% and to switch the bulb states in 25 ms in frequency levels that a human eye
cannot detect.

4.3 | Mirai distributed denial of service attack on IoT

Mirai is one of the largest distributed denial of service (DDoS) attacks ever recorded.’® In 2016, the malware tar-
geted thousands of IoT technologies that were connected to the internet infecting and exploiting the vulnerabilities
within it, accomplishing an aggressive ability of about 1.2 terabits per second and using methods such as dictio-
nary attacks based on 60 entries. The attack impacted half of Europe and the United States taking down its internet
for a long period of time.> The process of Mirai started by scanning the Internet for hosts with an open telnet port
where it pursued to gain access to devices if the password credentials were weak. Hence, after it gained access, Mirai
installed the malware and monitored the command and control (CNC). Lastly, once the malware got triggered, the
CNC taught all the bots within the network to generate a flood of traffic to overpower the target. The key archi-
tecture of Mirai is based on the Agent Handler model, which is put into preparation by the following plausible
mechanisms:

« CNC server: This is where the components cooperate with users, allowing them to take control of the botnet. It is
associated with a database and supports three actors within the system, namely, the bot, admin, and user. The mode
of operation of these three actors can be described here:

o Bot: This is when the Mirai worm operates and infects the IoT appliances. The worm connects to the CNC server,
operated by the botnet which corresponds regularly, waiting for further commands to be distributed.

o Admin: This is the main actor who performs several operations, such as setting up new attacks, tallying the existing
bots, and controlling the database by adding new users to it.

o User: This is the paying consumer which receives login credentials.

« The Mirai botnet: This botnet is the main component running on an infected IoT and it composes of three submodules
and the main module.

o The scanner: This is where the module scans for weaknesses within the IoT technology. Once the weaknesses have
been identified, it then reports back to the reporting server.

o The killer: A module which aims to destroy possible rival malware within the same device.

o The attacker: A module which aims to execute DDoS attacks when requested from the CNC servers.

« Reporting server: The servers that are in control of obtaining results of the vulnerable information from the bots and
redirecting to the loader server.

« Loader server: The mechanism used by the intruders to operate the Mirai worm is conducted in a “rapid scanning
phase,” targeting vulnerable technology, such as video recorders, printers, and routers.*
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5 | COMMUNICATION PROTOCOLS IN IOT
51 | Sigfox

Sigfox technology was founded in 2009 by Christophe Fourtet and Ludovic Le Moan and is currently operating in more
than 60 countries worldwide, covering 5 million km?.** The firm’s headquarter is based in Labege, France, the country’s
well-known “IoT Valleys.” The technology is one of the most representative low-powered wide-area network (LPWAN)
systems among the other LPWAN operators. It is a cost-efficient technology that provides connectivity between the cloud
and its IoT devices.*! The technology consumes low power, which empowers the battery to stay connected for a long period
of time. Moreover, it has been argued that the technology has 10 years of battery lifespan and is the cheapest IoT service
provider for consumers among the other service providers.** The Sigfox protocol stack consists of the application layer,
transport layer, medium access control (MAC) layer, and physical layer. The physical layer controls the demodulation and
modulation and the framing mechanisms process during the reception and transmission of the protocol signal.**

This communication protocol mainly operates within cities around the world and can connect from 1 to 1000 devices.*
Sigfox is a cellular wireless communication that functions over a long distance with its technologies that offers cus-
tom arrangements fundamentally for low-throughput IoT and machine-to-machine (M2M) applications by benefiting
its end-to-end network administrations utilizing its licensed machinery. The modulation which Sigfox utilizes within its
end gadgets is binary phase-shift keying (BPSK) to interact with its base positions. It enables IoT technologies to interact
within long distances to the networks,* and enables messages which has a fixed bandwidth of 100 Hz to be sent with
a speed of 100 bps.*® Sigfox utilizes a standardization of Sigfox-based-network collaboration with ETSI*® and enables a
distance range of 10 km urban and 40 km rural for its technologies to connect between its sensor nodes and gateways.*’
In event of free space line of sight (LOS) and connection, the signal can travel over 1000 km.*® Additionally, the body of
Sigfox can send a maximum of 140 messages 12 bytes long per day to a base station. All the messages include payload of
(uplink 96 bits/downlink 64 bits), preamble (uplink 32 bits/downlink 32 bits), device identifier (uplink 32 bits/downlink
32 bits), frame synchronization (uplink 16 bits/downlink 13 bits), frame check sequence (uplink 16 bits/downlink 8 bits)
and authentication codes (uplink 16-40 bits/downlink 16 bits).*?

The official webpage of Sigfox*® mentions some security principles implemented within the networks. It utilizes a
star topology, in which many technologies transmit its messages to Sigfox network base stations. Every single base station
deployed by Sigfox around the world is connected to a cloud system. Once a radio signal is sent reaching the base station
within the range, the data is then transmitted into the Sigfox cloud system through a point-to-point link using an encrypted
virtual private network (VPN). The Sigfox base stations report, demodulate and detect the messages into the cloud, which
then is transmitted to the IT servers. These cloud systems utilize hypertext transfer protocol secure (HTTPS) encrypted
interfaces for the websites, call-backs and APIs. Sigfox provides an end-to-end authentication technique, which is built
on a secret key. The secret key is accumulated in a non-accessible memory associated with a visible and fixed ID kept in
read-only memory. The secret key, which is utilized by the data transmitted by the devices creates a unique, signature
for each message, that validates the sender. Each message is sent randomly three times at three different frequencies to
protect the radio frames against sniffing, which gives the system a robust security protocol. The most pre-eminent areas
where Sigfox technology can be installed and adapted are in smart buildings and manufacturing sectors, this is due to its
low cost and long battery life.*”

5.2 | ZigBee protocol

ZigBee is a short-range communication protocol that was created by ZigBee Alliance, which operates as a wireless tech-
nology for IoT. This technology is used in many fields including homes, industries, medical and military fields. It has a
range of radio bandwidth which is used to transmit the total amount of data per unit. The bandwidth that the technology
carries out is a minimum of 915 MHz and a maximum transmittable rate of 2.4 GHz per unit 49. Additionally, the data rate
which it is used to transmit its information from one device to another is from 20, 40, 100, and 250 kbps. Although Zig-
Bee has its advantages in transmitting data from one device to another, it can also connect a maximum of 64 000 devices
within a range of 30 m mainly indoor.*’ The protocol has been evolving for a long period of time based on its standardiza-
tion layers. The layers which are designed within the technology provide exclusive features for the IoT that are connected
within a smart home, for example, low power, easy usage, high security, and low cost.”® The ZigBee utilizes star and mesh
topologies which enables its routers to spread their communication to other networks.’! The purpose of this technology
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is to operate within the IoT, which supports the data coming from different sensors within different smart technologies.
It operates through a control system, Hub, and sensors which are connected to the internet and Bluetooth.>?

The standardization layer which ZigBee utilizes is Institute of Electrical and Electronics Engineers 802.15.4 (IEEE
802.15.4) which is built within the layers of the network.>® A physical and MAC layer is built within the IEEE standard.
The main layers within the specification are the application layer, network layer, and ZigBee device object (ZDO).>* Apart
from the two high-level networks, ZDO allows the users to manage, join networks, access device roles, and attain efficient
security for ToT technologies.”> The network layer consists of mesh, star, and tree topology which is processed within the
network.>! The networks must ensure that it is connected to one coordinator through the internet, to operate and control
their maintenance and parameters. The personal area network coordinator (PANC) is the main coordinator that enables
devices to bind, start, and path data within their networks and technologies.’! On the other hand, the full function device
(FFD) is the router, which is typical, within the powered gadgets and its purpose is to act as the network coordinator.
The reduced function device (RFD) is the end device within the network that enables information to route between the
networks. The RFD can only communicate to FFD devices and is proposed for simple tasks such as switching off and on
functions.>

The ZigBee protocol is considered a robust and strong network, which enhances the security of its devices.’” Moreover,
the use of a mesh network within the protocol allows strong privacy for its stakeholders. The ZigBee protocol utilizes
encryption methods within its layer, such as data authentication, data encryption, 32/64/128-bit encryption, and the
advanced encryption standard (AES) algorithm. These encryption methods are utilized within the IoT devices which use
a symmetric key encryption.’® A vast number of organizations use ZigBee, such as Amazon Alexa and Samsung Smart
Things. ZigBee technology enhances the control of systems, appliance control, safety system, and surveillance, which
enables stakeholders to control its technologies.>%° There are some complications that the user could experience while
install ZigBee within the desired environment. It is mainly designed for short-range distance and replacing the currently
installed technology can be costly.?!

5.3 | Bluetooth protocol

Bluetooth is a technology named after the 10th century Danish King, Harold Bluetooth, which is a hot subject among other
wireless developing providers. The technology has an open specification that is governed by the Bluetooth Special Interest
Group (SIG), which is led by five founding companies and other four companies that were added in 1999. Currently, there
are more than 1200 companies associated with Bluetooth SIG.%* The Bluetooth protocol is a short-range wireless com-
munication that is utilized by many empowering technologies to communicate between each other.%® Bluetooth wireless
technology delivers peer-to-peer communications over its devices.* This communication technology is standardized as
IEEE 802.15.1 specification, which is used to enable the capabilities and functionalities of its technology for its users.®
The wireless application offers AES 128-bit- encryption security feature, which ensures that information cannot be sniffed
over the air.%® For it to provide information confidentiality and usage protection, it offers security measures in both the
link layer and application layer. The three basic security features which Bluetooth offers in its standards are:

« Authorization: Ensuring the device is fully authorized before allowing it to gain access and control of its resources.

« Authentication: Validating the device’s communication and its identity based on its Bluetooth address. Moreover, it
does not offer native authentication for its users.

« Confidentiality: Ensuring only approved connected devices can access transmitted data and view it by avoiding data
compromise triggered by eavesdropping.

Bluetooth technology has three types of security modes, namely, security mode 1, security mode 2, and security mode
3.2 Security mode 1 offers no security enforcement for its devices, suggesting that the device which is connected is essen-
tially taking no steps to protect itself against intruders. Security mode 2 imposes security at the service level, which means
the application might be safe but without any extra device protection, while security mode 3 provides the highest level of
security mechanisms to any intrusions to its connected devices. This wireless technology is considered as a low-power,
low-profile and low-cost that offers the opportunity for its technology to generate small wireless systems on an ad-hoc
foundation.%” Regardless of its features, Bluetooth supports approximately up to 10 m range for its technologies to stay con-
nected and must be close to one other. The wireless communication operates at a frequency of 2.4 GHz radio bandwidth
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and transfers information at a rate of 2 Mbps.%® Bluetooth utilizes a frequency hopping spread spectrum (FHSS) to achieve
an increased data rate up to 3 Mbps.%® Bluetooth personal area network (PAN) supports up to 7 connected technologies
and enables the system to occupy up to 250 kB of network resources. The use of Bluetooth frequency hopping spread spec-
trum (FHSS) is aimed to operate in noisy radio frequency environments, enabling it to use frequency-hopping and fast
acknowledgement. Furthermore, the wireless technology’s radio modules are designed to prevent intrusion from other
signals by hopping to a new frequency, after it has received or transmitted a package.%? Bluetooth is compatible with differ-
ent technologies, this includes electronic technologies, computers, entertainment networks, and cell phones. It is much
more convenient for hands-free applications.®® What makes the technology so unique is that it can exchange data among
arange of fixed and mobile devices and can handle both voice and data transmissions simultaneously.”” However, a major
drawback of this wireless technology is that it can easily lose connection if it goes near its maximum compatible range.”!

5.4 | Z-Wave protocol

Z-Wave technology is an implementation of a complete IoT substratum, comprising well-specified networking, appli-
cation, and communication layer protocols. The protocol composes capable actuators, controllers, sensors, internet
gateways, and routers to provide office and home automation services.”> The Z-Wave is a low-powered and low-cost com-
munication protocol that empowers technologies within smart homes, to enable users to take control of security cameras,
thermostats, windows, lights, locks, and medical equipment.”® It is a short-range radio frequency, wireless communica-
tion protocol developed by Zensys for the use of smart home applications using the internet and Bluetooth devices.” The
International Telecommunication Union (ITU) G.9959 specification is the registered standard in which Z-Wave operates
and utilizes AES symmetric 128-bit encryption. It is the same encryption that is used in many banks, which enables the
protocol to act securely.”® This protocol utilizes 300 and 200 series chips which do not offer many security services.”>

The Z-Wave system’s architecture has two types of mechanisms—controllers and slaves.”® Z-Wave system’s architec-
ture consists of four different layers which include the MAC layer, transfer layer, routing layer, and application layer, which
enable the network to control how information is being switched within technologies. Controllers are the technologies
that control other Z-Wave technologies, while the slaves are the devices that are controlled by other Z-Wave machinery.
Z-Wave is a wireless mesh topology system that operates at 900 MHz radio bandwidth that may support the capacity of
connected 232 devices.”’ This protocol supports transmission of small data up to 100 kbps and covers a distance of up to
100 m point-to-point (P2P) connectivity.”® Z-Wave offers some benefits for its users and security protocols, however, it is
argued that to maintain the security of the network and prevent unauthorized access, the user will require some knowl-
edge of the network wires, as the technology utilizes frequency transmission, which makes it vulnerable for intruders
to gain access to its network.”” Some of the features which Z-Wave technology holds is that it is developed in C++ and
is portable to most Mac OS, Windows, and Linux platforms. The pairing operation, which the protocol utilizes allows
devices to pair with one another similarly to Bluetooth pairing. In a Z-Wave protocol, the device needs to be paired with
the controller, which is usually accomplished by pressing the switch or resetting the device.®® Some examples of Z-Wave
controllers which operate under the protocol are Eon Labs Z-Stick and Verde Vera.

55 | Wi-Fi

The term “Wi-Fi” is also known as wireless fidelity, which enables users to connect to the internet within a premise with-
out having to connect to wires. It is a wireless technology, which enables the IoT to receive and send information outdoors
and indoors, within the range of the base station.®! The architecture of Wi-Fi consists of a base station that is connected
to a wireless host that gives access to network resources. The base station is in control of receiving and sending infor-
mation to and from wireless hosts. The connectivity of these two components is operated via a wireless communication
link. The link of the communication is in charge of transporting the data between the hosts and the base station.?? Fur-
thermore, Wi-Fi wireless technology is an enabled communication wireless system, which empowers IoT technologies,
such as hubs, tablets, smartphones, computers, etc. The wireless system has a range of 10-100 m connectivity distance
with a data rate operating from 11-54 Mbps per device. The topology in which the system operates is star and mesh. It has
authentication and encryption of AES block cipher and RC4 Stream. Currently, IEEE 802.11ah is the most recent Wi-Fi
developed a base standard that the wireless system is currently utilizing. However, the established Wi-Fi IEEE 802.11
base standard is efficient at the nearest access point and has complications with users who have large size homes. The
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latest standard enables IoT applications with greater range, easier connectivity, and ultra-low power for its technologies.®?
The wireless system has a minimum bandwidth of 2.4 GHz and a maximum of 5 GHz per unit, empowering its sys-
tem’s operation to reduce complexity. Applications and technologies in a smart home utilize a range of different wireless
network protocols, like ZigBee, Z-Wave, Bluetooth, and Wi-Fi.8* The main advantage of Wi-Fi is that it is cost-effective
and does not require expensive wiring installed. It offers compatibility with many smart technologies, which can inter-
operate with other networks.®* On the other hand, some of the weaknesses it holds are that it limits the mobility of
the users to move around, and this can result in loss of connectivity. Other drawbacks of wireless technology are that
it can interfere with other devices, high power necessities, impedance from different gadgets because of utilizing some-
what jam-packed transmission bandwidth, security, communication misfortunes affected by obstructions, and lack of
inter-operability.®

6 | THREAT MODEL

A threat is defined as an act that takes a gain over the weakness of a security system and impacts it negatively.3® There
are two primary sources from which a threat can originate: natural causes and human causes. There are many ways in
which natural causes could occur, such as floods, hurricanes, earthquakes, or even fire which could damage technologies
severely. In situations such as natural causes, some safeguards could be implemented to prevent such devastations from
happening. Common ways to approach natural causes are contingency plans and natural catastrophe recovery strategies
such as backing up the data.?” There are two kinds of human threats which can be caused by people, they are “external”
or “internal” threats.?® An external threat can be a group of individuals or a single individual working outside the system
which looks to disturb or attack a network.?! On the other hand, an internal attack can be caused by a group of people
that has permitted accessibility within the systems.??

The term “threat” model can be defined as a risk evaluation and a mitigation exercise that allows the ability of a
network environment to become more secure. Threat modeling involves communication and understanding the threats
to the computing network environment. It is crucial to understand how to mitigate and reduce the risks in applications,
systems, and network-aware devices and to be aware of the types of threats that these components encounter.®® The model
can be used in different incompatible and perhaps distinct ways and can be interpreted differently. It can mean isolating
risks into groups such as tampering or constructing a set of idealized attackers. In simple terms, it is the use of concepts
to support the thinking of complication threats. The first step of threat modeling to a network system to is utilize the
information that is already gathered.®’

There are various threat models which can be used in an IoT environment.®® These models are security cards; attack
trees; hybrid threat modeling method; persona non grata, attack trees; quantitative threat modeling method; opera-
tionally critical threat, common vulnerability scoring system; process for attack simulation and threat analysis model;
LINDDUN model, which can be expanded as linkability, identifiability, non-repudiation, detectability, disclosure of infor-
mation, unawareness, non-compliance; Microsoft STRIDE model, which is an acronym of six threat categories, which
are spoofing, tampering, repudiation, information disclosure, denial of service, and elevation of privilege. This study
examines the STRIDE model and the types of threats that are violated within an IoT environment, which are shown
in Figure 1.

A threat that is targeted within an IoT environment such as smart cities, smart homes, health care, or agriculture can
be originated from inside or outside the network, known as a cyber-attack. Some of the threat sources include but are not
restricted to hackers, phishers, criminal groups, bot-network administrators, malware creators, and spyware creators. An
intruder can take advantage of compromised technology like smart bulbs, smart TV, and hubs to infect and control the
applications, for example, ransomware. Furthermore, an invader can interfere with a Bluetooth pairing correspondence
between two smart devices and disguise themselves as the genuine sender or receiver to complete further assaults on
the application networks. If the user is not familiar with the specification of a wireless network, a device can easily lose
connection if it goes near its maximum permissible distance, eventually resulting in major drawbacks of the technology.
Moreover, with the use of Z-Wave, it is argued that to maintain the security of the network and prevent unauthorized
access, the user will require some knowledge of the network wires, as the technology utilizes frequency transmission,
which makes it vulnerable to intruders to gain access to its network.”® Additionally, intruders, who target smart applica-
tions within a smart home, stealing vulnerable data, can place users in a vulnerable position of their information being
exposed. Attackers can gain access to vulnerable devices, targeting credentials that are set by default, resulting in privacy
and security complications for their devices.
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FIGURE 1 STRIDE threat model classifications for IoT environment

7 | AIINIOTSECURITY

In this section, we will investigate the role of Al in ensuring the security of an IoT network. Al is a recreation of human
intelligence and discernment which are administered by computer machine systems to perform certain tasks. It processes
distinctive human behavior, such as the ability to learn from previous involvements, discover meanings, generalizes, or
reason specific tasks. The field of Al encompasses ML and deep learning, which gives the systems the ability to automat-
ically improve and learn from experiences.’ The three popular learning algorithms are supervised learning techniques,
unsupervised learning techniques, and reinforcement learning techniques.”?

The revolution of IoT smart technologies, enabling to act and sense, makes the IoT framework efficient. The increase
of smart technologies that are connected to the systems creates a large volume of information, which is a challeng-
ing task to perform and process in an IoT environment. According to Cisco Systems, Inc. (CISCO), there will be an
estimated 70 billion devices connected by 2024.°> An IoT encircles an excessive number of actuators, sensors infor-
mation handling, and information storage capacities interconnected by the internet. In this way, any IoT-empowered
gadget can detect its environmental elements, communicate, store, and cycle the information assembled, and act in a
like manner. The genuine perceptiveness of an 10T is not entirely settled by the degree of handling or acting that it
can perform. A non-smart IoT network will have restricted capacity and will not be able to develop with the informa-
tion. In any case, a smarter IoT network will have AI and may serve the real objective of adaptation and automation.
Al is the art of imparting knowledge to machines so they can do assignments that customarily required the human
mind. Simulated intelligence-based frameworks relevant to IoT are advancing quickly concerning the application, vari-
ation, managing speed, and capacities.®* Al performs computations intelligently and can embed smartness in an IoT
system as well as intelligently augment the security of the system. In an Al-driven IoT system, decisions should be
taken before any undesired situation occurs. This could be possible if robust AI models form the basis of an IoT system.
Additionally, it is essential to address the security complication within an IoT network, to make the network further
robust.” There could be more than one framework for Al-based IoT. Some interesting mechanisms and frameworks
can be found in these literatures.”®®® AI can improve the accuracy rate, and operational efficiency, and improve the
analysis of a system.” It has been proved that IoT’s large amount of data within a real-time frame enables their Al
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system to become more accurate.”* Implementing Al and its techniques enable 10T technology for growing to its true
potential. The technologies within IoT are often created with not-so-great arrangements for security, and hence Al imple-
mentation can play major roles while dealing with cyber threats.'® Therefore, it is essential to understand the types of
algorithms and techniques which AI and ML provide.>>!°! The robustness of any Al-based application is highly related
to the quality of the data. A reliable data collection framework is highly recommended to mitigate any sort of trust
deficit.102

The use of supervised learning techniques can enable IoT devices to evaluate activities and timings within IoT appli-
cations in order to detect malware.!°> The implementation of supervised learning techniques utilizes a preparation set
to instruct models to their desired outputs. The preparation dataset incorporates inputs and right yields, which per-
mit the model to learn after some time. Moreover, the input information which is inserted within the model alters
its weights through a reinforcement learning process, which enables the model to fit correctly. The use of its algo-
rithms quantifies its precision through the loss function, changing until the mistake has been adequately limited.'**
The regression technique is a type of supervised learning which focuses on forecasting, predicting, and identifying
relations between primary datasets.'®> Some popular regression algorithms are, linear regression, polynomial regres-
sion, and logistic regression.!® Unlike regression, the classification techniques focus on recognizing, analyzing and
sorting data patterns into categories to make a response. For example, it can be used in labeling security threats in
an IoT network. The classification algorithms accurately assign data into different groups by testing, labeling, and
defining them.'%*

Artificial neural network (ANN) is a model class which tries to replicate the neurons associated with the human brain.
ANN, for instance, can be utilized to label the network traffic for IoT devices. Applying support vector machines (SVMs)
into the network can detect spoofing attacks'’ and intrusion within the networks.!°” The K-nearest neighbors (KNN)
and random forest classifier play a crucial role in identifying malicious ransomware and interruption within the IoT
system.!9%19 Moreover, the use of deep neural network (DNN) can be utilized to detect spoofing attacks within IoT tech-
nologies, if it has memory and adequate computation resources.!'? The implementations of these techniques empower
IoT technologies to identify activities within the system to prevent specific malicious activities from occurring. An exper-
iment was conducted on IoT devices to identify malicious activities within its applications using ML techniques in a
study.!” Moreover, the use of random forest and K-NN classification techniques were applied within this experiment
model to spot malware. The use of random forest and K-NN classification techniques enabled the malware detection
scheme to produce a 99.7% and 99.9% detection rate to spot malware within the IoT system. A genetic-KNN-based ML
model for malicious activities recognition in water-based Industrial Internet of Things (MARWIIoT) is used in a recent
work.!! Different ML approaches are reviewed in Reference 112 to identify malicious activities within android-based
systems.

Under unsupervised learning, it is crucial to understand the underlying techniques and how it empowers IoT sys-
tems without human interventions. Unsupervised learning utilizes different approaches and algorithms to function its
operations. It is a machine learning algorithm which is widely used for clustering, analyzing, grouping and discover-
ing hidden patterns within datasets without requiring human interference within the process.'** Unsupervised learning
approaches can be split into different categories, which include, association mining, clustering, latent variable models,
anomaly detection, etc. Association mining can support identifying matters that occur frequently within the dataset. This
can be very useful for detecting some frequently occurring security concerns in an IoT network. The clustering approach
as mentioned previously, allows the system to manage and split similar datasets into groups, while anomaly detection
can identify unfamiliar activity within the datasets. Moreover, the use of latent variable models focuses on processing the
information, for example dropping different types of features within a dataset. The advantage of this model is that it will
flag any unusual points within the systems.!!3

Reinforcement learning techniques consist of different algorithms, such as Dyna-Q, post decision state (PDS), deep
Q-network (DQN), and Q-learning.!'* It is a type of ML technique where an operating agent learns to perform a task
through repetitive error and trail exchanges with a dynamic situation.!'> The use of reinforcement learning techniques
operates agents within its environment that learn and make better verdicts from involvements, which are interact-
ing with the operation. Moreover, these functional agents within the model function learn by experience and reward
themselves depending on the instructions that are given.!' Implementing reinforcement algorithms within IoT can
enable its devices to select a security protocol that can restrict types of threats.!®” Furthermore, the use of Q-learning
empowers [oT devices to enhance their privacy and security by improving the performance of malware detection
and authentication.!®> A general architecture for detecting potential IoT security threats using ML tools is shown
using Figure 2.
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FIGURE 2 The general architecture for mitigating IoT security threat under an AI framework

TABLE 1 Comparative performance analysis of the various security protocols

Characteristics ZigBee Z-Wave Bluetooth WiFi Sigfox
Max range 30m 100 m 10 m 10-100 m 10 km urban-40 km
rural
1000 km free space
Max data rate 250 kbps 100 kbps 2 Mbps 11-54 Mbps 100 bps
Max bandwidth 915MHz-2.4 GHz 900 MHz 2.4 GHz 2.4-5 GHz 100 Hz
Network size 64000 devices 232 devices 7 devices 250 devices 1-1000 devices
Topology Mesh, star, cluster Mesh Point-to-point Star, mesh N/A
free tree piconet and
scatternet
Base standard IEEE 802.15.4 ITU G.9959 IEEE 802.15.1 IEEE 802.11 ah Sigfox
based/network
Authentication/encryption  AES symmetric AES symmetric AES symmetric RC4streamand  Not supported
32/64/128-bit 128-bit 128-bit AES block
encryption encryption encryption cipher

8 | DISCUSSION

In this section, we will summarize how the findings of this study are linked to the proposed research questions. We dis-
cussed privacy and security in the IoT and the types of challenges it encounters. Furthermore, the research also identified
the scalability of information that is being generated and transferred throughout IoT and how much cyberattacks have
increased over the years. In May 2020 alone, 8.8 billion data breaches were recorded which shows a worrying threat
toward the privacy and security of IoT. This study has revealed that intruders can gain access to individuals’ personal
information by data mining, cyber spying, tracking, eavesdropping and other methods of exploiting IoT devices. The study
identified the most recent attacks on IoT and how they can impact the security and privacy of its devices. For example, the
Mirai (DDoS) attack on IoT was one of the largest cyberattacks ever recorded infecting and identifying weak credentials,
exploiting the vulnerabilities of devices, and controlling them.

Various types of IoT communication protocols were investigated during this study. Table 1 highlights the major dif-
ferences among these protocols. It can be observed from the table that the short-distanced protocol Z-Wave supports its
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FIGURE 3 Pictorial representation of communication model of IoT

connected devices with up to 100 m making it one of the dominant protocols in range compared to ZigBee’s 30 m, WiFi’s
10-100 m, and Bluetooth’s 10 m maximum range. Sigfox however supports up to 10 km urban or 40 km rural range. Fur-
thermore, the results indicate that Wi-Fi supports a maximum data rate of 54 Mbps, which makes it a dominant player
over ZigBee’s 250 kbps, Bluetooth’s 2 Mbps Sigfox’s 100 bps, and Z-Wave’s 100 kbps maximum data rate. However, the
results from Table 1 indicate that the most predominant overall short-range communication protocol is ZigBee due to
its support, maximum bandwidth, network size, AES authentication/encryption, bass standard, and topologies. These
features make it the most suitable protocol for stakeholders to utilize. Table 1 also states that Sigfox can be utilized for
a long-distance communication protocol, which is more suitable for a wider range. A pictorial representation of some
popular use cases under various communication protocols are shown in Figure 3.

The survey of Al and ML methods in this study enabled us to understand how these methods can manage and enhance
privacy and security for the IoT with minimal human involvement. Some key literature on experimental research, related
to AI applications in IoT security was reviewed in this study. Through these available data, KNN and random forests
can be regarded as powerful tools for detecting Malware in an IoT system. Moreover, the role of neural networks and
deep learning in handling security threats in IoT have also been appreciated in recent literature. In summary, it can be
argued that modern days security threats affecting our IoT systems require smart technologies as solutions. Therefore, Al
encompassing several state-of-the-art ML techniques can serve as a suitable tool for ensuring security in an IoT network.

9 | CONCLUSION

In this study, we first investigated the security and privacy concerns of IoT networks. With the massive growth in fast
internet connectivity, sensor networks, communication systems, and advanced instrumentation systems, IoT technology
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has witnessed a surge in the recent few decades. This growth has resulted in various types of privacy and security chal-
lenges. In this study, we presented the necessary details about most of these challenges while trying to find the common
links among them. To substantiate the implications of these challenges we evaluated the recent attacks on IoT technology.
The next part of the study included a survey of the various popular communication protocols empowering the machin-
ery of IoT along with evaluating the scope of improvements in the currently used protocols. In the final phase of this
study, we surveyed the role of Al and ML approaches in augmenting the strengths of security and privacy in IoT systems.
The novelty of this survey lies in the amalgamation of all the major pillars related to the security and privacy of IoT sys-
tems along with some plausible solutions to those issues. A thorough review of the AI approach for dealing with security
and privacy is in sync with the parallel advancement in AI technologies and computing infrastructure required for the
deployment of Al-based solutions. The findings of this study would serve as the recipe for implementing a new secured
IoT system, for mitigating the risks associated with the existing IoT systems, as well as for pointing toward the required
research in Al for enabling nearly full-proof large IoT systems. Future investigations related to IoT security could con-
sider, Al embedded chips for security and privacy mechanisms of IoT. Blockchain solutions within IoT networks and the
integration of Al and cloud systems could be pivotal in future research works to augment the security and privacy of IoT
technology. These areas could empower the ongoing study to recognize further opportunities for IoT technology.
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